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The Kestrel TSCM ® Professional So ware, threat
methodology, based on a modern moving target threat
model, breaks all the rules, or at least the obsolete rules,
and sets a powerful new standard in deployment
methodology, with the goal of advancing real‐world
Probability of Detec on (POD).
As noted in the February 2017 newsle er.
“Some industry proponents con nue to provide outdated
TSCM training and concepts, by teaching obsolete and
dangerous strategies for the detec on and isola on, of
poten ally hos le signal events, and in doing so, are
crea ng liability for themselves, and se ng the end‐user
up for failure”.
The prac ce of u lizing signal level analy cs, to
accomplish detec on, iden ﬁca on, and isola on is used
to surface poten ally hos le RF threats, that have
poten ally made it past all other security protocols, and
in plain view, con nue to compromise the target facility.
“The sophis ca on and determina on of key
state‐sponsored actors, can easily turn the simplis c
“A” – “B” trace math game, into a dangerous signal level,
game of decep on, by design”.
Paul D Turner, TSS TSI
The solu on is realized by a combina on of ﬁxed and
possibly mobile, Technical Surveillance Countermeasures
(TSCM) based, geographically localized collec on points,
to provide unique analy cal energy pa erns, complete
with suppor ng data, from mul ple loca ons, to properly
iden fy varia ons rela ve to these unique collec on
posi ons, both internal and external to the target area.
This concept is taught as part of the TSB 2000 (Technical)
Standard TM, for high‐threat level TSCM environments,
within a modern moving target threat model, leaving
behind obsolete “A” – “B” trace math as the only method
of deciding which signal events to inves gate.

“A” – “B” trace math, is a product of spectrum analyzers
da ng back some 50 years, and at low threat levels, with
con nuous analog signals, can be rela vely eﬀec ve,
when the operator needs to isolate a discrete emi er
within a known RF quiet zone, but fail as a ﬁltering
method to determine which signal events to inves gate,
when advanced oﬀensive trade‐cra is u lized against a
real‐world target.
Please note that for security reasons, some trade‐cra
elements, have been omi ed from this brieﬁng, to
prevent further educa ng poten al state‐sponsored
actors, from using the informa on.
We are more than willing to discuss and provide such
informa on with a qualiﬁed end‐user audience.
Our modern methodology, requires energy inves ga on
at key geographical loca ons, both external to the
facility, or target area, and also within, and external to
cri cal infrastructure, at the internal level, to overcome
the dangers of advanced hos le techniques being
deployed by sophis cated state‐sponsored actors, with
nothing but pa ence, determina on, and threat
technology on their side.
Unfortunately, the oﬀensive game is always ahead of
the defensive game plan by nature and reality, allowing
determined state‐sponsored actors (who will ﬁnd the
obsolescence factor), in your complacency as a defensive,
technical operator.
“If the TSCM program is not deployed as a heuris c
countermeasure, much like the advanced applica on of
an an ‐virus so ware, the Probability of Detec on (POD),
will suﬀer signiﬁcantly, placing the end‐user en ty at risk
of an undetected compromise”.
Paul D Turner, TSS TSI
We must also recognize that even outwardly friendly
state actors, can have an interest in compromising other
friendly allies, for both economic and / or poli cal
mo va ons.
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Anyone of these so‐called “friendly” state actors, are
likely to possess advanced threat technology, and have,
at least some idea of the defensive capability, of the
intended friendly target.

Technical Security Branch (TSB)
The Kestrel Heat Mapping Display (HMD) TM feature strengthens the
Remote Spectrum Surveillance and Monitoring (RSSM) TM strategy, by
taking it to en rely new level of sophis ca on.

Defensive countermeasures must be applied in an
obscure and random layered approach to have any hope
of minimizing or defea ng, technical vulnerabili es and
compromises, within a deﬁned high‐threat environment.
The learn more about, “what you don’t know, about you
don’t know, that you don’t know”, contact the Technical
Research and Standards Group (TRSG), at Professional
Development TSCM Group Inc.
Heat Mapping Display (HMD) TM
The Kestrel TSCM ® Professional So ware has a new
and very powerful feature. Heat mapping is now fully
integrated within the exis ng ﬂoor plan import structure,
bringing a powerful new capability for Dual Receiver
Opera on (DRO) TM and Mul ple Receiver Opera on
(MRO) TM deployment.

Join us at the Canadian Technical Security Conference (CTSC 2018)
and learn how the Kestrel TSCM ® Professional So ware can help
you develop new and reoccurring revenue streams, through
operator centric eﬃciencies, and powerful new tools and resources.

The HMD TM permits any Range of Interest (ROI) center
frequency and bandwidth, to be instantly mapped across
all receivers within the target area, at the room level,
facility level, or for wide geographical area.

The “Art of Kestrel”
or is it “Kestrel Art”?

There are two (2) operator deﬁned algorithms provided
with addi on modes and func ons under development.

Kestrel TSCM ® Professional So ware is innova ve industry leading, disrup ve technology, now sold in 30 countries worldwide.

